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1. Introduction  

1.1. Context  
This document describes the information security and privacy framework of Hanze as of the date of 

signature by the Executive Board and thereby replaces the previous Privacy and Security Policy 2021–
2025.   
 
This Information Security and Privacy Framework, based on NEN-ISO/IEC 27001:2022, provides a 

framework and gives direction. At the tactical and operational levels, this framework is supplemented by 
subject-specific documents (regulations, processes and procedures).   

1.2. Purpose   
With this Information Security and Privacy Framework, Hanze is taking another step in strengthening cyber 
resilience, growth in maturity levels and protecting information and personal data. This ensures a safe 
learning and working environment for our students, staff, lecturers and researchers. This is of great 

importance given the rapid evolution in technology, changing threat landscapes and the increasing 
complexity of legal requirements.   

1.3. Scope and applicability  
At Hanze, information security is interpreted broadly. It concerns all forms of formally recorded information 
(i.e. not only digital information) that Hanze or its partners generate and manage.    

 
The framework is time and location-independent and therefore applies 24/7, even when someone is using 
our institution’s information or information provision systems somewhere other than our institution’s 
premises, such as at home, on the train, at another organisation or while travelling abroad.  

1.4.  Definitions and abbreviations 
EB  Executive Board  

FAIR  Findable, Accessible, Interoperable, Reusable  

ISMS  The Information Security Management System is the framework of policy, 

frameworks, regulations, processes, procedures and controls with which an 

organisation achieves its objectives in a structured and auditable manner.   

Information 

security/Security  

The whole of measures and processes designed to guarantee the confidentiality, 

integrity and availability of information.  

Privacy  The right of individuals to have control over their personal information and how it 

is collected, used, shared and protected.   

Availability  Ensures that information, systems and processes are accessible and can be 

used when needed.  

Integrity  Ensures accuracy and completeness of information and processing methods.  

Confidentiality  Ensures that information is only accessed by authorised persons and not 

disclosed to unauthorised individuals, entities or processes.  

GRC application  An application that helps institutions manage their governance, risks and 

compliance obligations.  
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2. Context  

2.1. Hanze and its context [4.1] 
Hanze’s vision is to make an impact on the world by strengthening the region and supporting people in 

their lifelong development. In addition, research and education are mostly carried out on the basis of public 

funding, which requires transparency and diligence in our operations. That same transparency is expected 

with regard to research data based on the FAIR (Findable, Accessible, Interoperable, Reusable) principle. 

At the same time, research partners and companies we work with expect their information to be kept 

confidential. Based on the cyber threat landscape, this framework sets out the guiding principles for both 

information security and privacy, thereby contributing to knowledge security within our institution and the 

ecosystem in which we operate. This document provides the basis for realising requirements for the 

availability, integrity and confidentiality of processes, information and systems. 

 

2.2. Stakeholder needs and expectations [4.2]  
Expectations depend on the role of stakeholders.  

• Employees expect an environment in which data and systems for work are reliable and secure, 

and in which their privacy is guaranteed.  

• Students expect an environment in which data and systems for the degree programme are 

reliable and secure and in which their privacy is guaranteed.  

• Educational institutions, research partners and placement providers expect confidential and 

reliable handling of their information and research data. In addition, our environment must not be 

a source of any malicious activities.  

• Respondents and other participants in our research expect their data to be secure and their 

privacy to be guaranteed.  

• The Ministry of Education, Culture and Science expects our administration to have control over 

the state of information security and to be able to report on it in detail.  

• Umbrella organisations expect us, as a sector, to realise a safe ecosystem.  

These expectations form the basis for correctly classifying data (and/or information), to subsequently apply 

appropriate technical, physical, people-oriented and/or organisational measures. 
  

2.3. The scope of the ISMS [4.3] 
The Information Security Management System (ISMS) covers all aspects of information security in the 

processes of education, research and operations and all resulting activities carried out on behalf of and/or 

for Hanze. 

At Hanze, information security is interpreted broadly. It covers all forms of formally recorded information 

(i.e. not only digital information) that our institution or its partners generate and manage.   

The policy is time and location-independent and therefore applies 24/7, even when someone is using our 

institution’s information or information provision systems somewhere other than our institution’s premises, 

such as at home, on the train, at another organisation or while travelling abroad. 
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3. Management   

3.1. Principles of our framework [5.2]  
  
The users of our information and systems are the central starting point of our framework. To ensure 

availability, integrity and confidentiality, we apply the following principles within Hanze:   
 
1. We work in a risk-based way  
We base the measures to be taken on the potential security risks to our data, processes, and information 

and information provision systems.   
 
2. Everyone is responsible  
Everyone is responsible for the proper and safe use of powers and resources.   

 
3. The Information Security and Privacy Framework is followed, always and everywhere  
Information security is in our institution's DNA and an integral part of all our work.  
 

4. We apply Security by Design  
From the start, information security is an integral part of any project or change to our data, processes, and 
information and information provision systems.   
 

5. We apply Security by Default  
Information and information provision systems are configured with the most secure settings by default.  
  
6. Everyone has access only to what they need  

Users only have access to data, processes, and information and information provision systems they need 
for their work.  
 
7. We verify rather than trusting blindly  

We apply a layered security model in which we verify that conditions for access to and use of data, 
processes, and information and information provision systems are met. 
 

3.2. Privacy principles 
 

Hanze is aware of the importance of privacy and accordingly operates according to the principles of the 

General Data Protection Regulation (hereinafter: GDPR): 

 
1. Legality, fairness and transparency  

Processing operations must have a lawful basis, they must not be harmful, discriminatory, unexpected or 

misleading for data subjects and communications about them must be clear and open. Among other 

things, the statutory duties that universities of applied sciences have under the Higher Education and 

Research Act (WHW) will be taken into account.   

 
2. Purpose limitation  

Hanze collects data only for legitimate aims that are specific and explicitly defined in advance. Processing 

of these data is therefore done only for the same aim as that for which they were collected, or an aim that 

is compatible with it.   

 
3. Data minimisation  

When processing data, Hanze adheres to the principle: ‘as little as possible’. Hanze processes no more 

data than necessary to achieve the processing aim.   

 
4. Accuracy  

Hanze ensures that the data within the organisation are accurate. To achieve this, data are updated if 

necessary, and data subjects are informed of their rights in relation to their data, such as the right to 

rectification.    

 
5. Storage limitation  
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Retention periods are taken into account when storing data. When storing data, Hanze primarily follows 

the Disposal List for Universities of Applied Sciences drawn up based on the Public Records Act 1995. 

This ensures that Hanze meets its legal obligations and organises information management as efficiently 

as possible. Furthermore, Hanze does not retain data longer than necessary to fulfil the aim for which they 

were collected, as required by the GDPR. 

 
6. Confidentiality and integrity  

Hanze handles personal data responsibly. Data processing activities are therefore properly secured, taking 

into account the stricter rules for special personal data.   

 
7. Accountability  

Hanze is responsible for compliance with the GDPR and its principles. This can be demonstrated by 

documenting the Information Security and Privacy Framework and with further documentation regarding 

the processing of personal and other data. An example is the register of processing operations. 

 

3.3. Privacy obligations 
Hanze takes into account the mandatory measures under the GDPR in order to meet its accountability 

obligations. Hanze complies, first of all, with the general obligation to take appropriate technical and 

organisational measures to ensure and demonstrate that data are processed in accordance with the 

GDPR. Hanze also adheres to the following obligations: 

 

1. Privacy by design and by default  

Protection of personal data was considered and built into this Information Security and Privacy Framework 

during its development. In the development of new systems, default settings are chosen that will ensure 

the protection of personal data.    

 

2. Registration requirement   

Hanze records all processes in which personal data are processed in a processing register and can 

demonstrate this.   

 

3. Data protection impact assessment   

If Hanze intends to carry out a processing operation that poses ‘a high risk to the rights and freedoms of 

natural persons’, a data protection impact assessment (DPIA) is carried out first. This allows the effects on 

stakeholders to be determined and assessed.    

 

4. Data protection officer  

Hanze has appointed a data protection officer to oversee in-house data processing and advise on the 

application of and compliance with the GDPR.    

 

5. Duty to report and register data breaches  

Hanze will report a data breach to the supervisory authority, the Dutch data protection authority (AP), if the 

breach is likely to pose risks to the rights and freedoms of natural persons. Furthermore, Hanze maintains 

a data breach register that also includes data breaches that do not need to be reported.  
 

6. Privacy statement  

Hanze has prepared several privacy statements that show what personal data Hanze processes and why.   

 

 

7. Similarities  

For the exchange of personal data with third parties, Hanze concludes the necessary processing or data 

exchange agreements. If this exchange takes place in relation to a country outside the European 

Economic Area (third countries), Hanze will ensure that the requirements of the GDPR are met.    

 

8. Significance for privacy rights 
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Hanze shall ensure that data subjects who invoke their privacy rights under the GDPR are heard. The 

systems, processes and internal organisation are therefore also organised to accommodate these privacy 

rights. 
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4. Structure of the Hanze 
framework 

The structure of our framework consists of four layers (see Appendix 1 Policy Pyramid). The top layer is 

the information security and privacy framework and is described in this document. Further specification of 

the Information Security and Privacy Framework is laid down in the underlying standards, regulations and 

procedures. 

4.1. Engagement, leadership and responsibilities [5.1, 5.2, 5.3] 

4.1.1. Engagement and leadership [5.1, 5.2] 

The Executive Board (EB) demonstrates leadership and commitment by ensuring that the information 

security and privacy framework and objectives are aligned with the strategic direction of Hanze. The 

requirements of the management system are integrated into the processes of teaching, research and 

operations, and the necessary resources have been made available for this purpose. The Executive Board 

communicates the importance of effective information security and privacy, ensures that targets are met, 

supports employees in their contributions to the system, promotes continuous improvement and holds 

other management roles accountable. 

4.1.2.  Roles and responsibilities [5.3]  

The Executive Board ensures that there is clarity within Hanze about the powers and responsibilities of 

roles in relation to information security and privacy. The EB assigns powers and responsibilities for 

ensuring compliance with the information security and privacy framework and for reporting on its 

performance. This is described in more detail in the following regulations: Privacy and Security Roles and 

Tasks. 

4.1.3. Three lines 

The EB ensures clear lines of responsibility are in place. Within Hanze, 'Three lines' are used for effective 

control and governance of information security and privacy. This is described in the policy document 

‘Working on quality together’. Within this structure, the first line is responsible for operational management, 

and therefore for the application of standards and for information security. The second line provides the 

first line with an appropriate and feasible information security and privacy framework and supports the risk 

management process. The third line is responsible for internal audits. 
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5. Risk management 

5.1. ISMS risks and steering by management [6.1, 8.1, 9.1]  
 

The EB considers both the internal and external context when setting up the information security and 

privacy management system (Chapter 2). This involves identifying risks and opportunities to achieve the 

intended results and prevent or reduce unwanted effects, with the aim of achieving continuous 

improvement. We take concrete actions to address the identified risks and opportunities and determine 

how we integrate, implement and evaluate them in our processes. We also define and apply a procedure 

for handling information security and privacy risks. This includes selecting appropriate risk treatment 

options, establishing control measures and obtaining approval from risk owners according to the Risk 

Management Framework.  
  

5.2. Operational risk management [6.2, 8.2, 8.3]   
The EB sets information security and privacy objectives, arising from this Information Security and Privacy 

Framework, that are measurable and take into account applicable requirements and risk assessments. We 

monitor, communicate, update and document these objectives. 

 

When drawing up plans, or developing or adapting processes, we determine what needs to be done, what 

resources are needed, who is responsible, when actions are completed and how results are evaluated. 

 

Hanze conducts information security and privacy risk assessments periodically, and whenever significant 

changes occur. Predetermined risk assessment and acceptance criteria are taken into account when doing 

so. The results of these assessments are documented and recorded. 

 

Hanze also implements the risk treatment plan for both information security and privacy and keeps 

documented information on the results of the risk treatment according to the Data Protection Impact 

Assessment regulations. 

https://hanzenl.sharepoint.com/:w:/r/sites/binf_bestanden_kennisbank/_layouts/15/Doc.aspx?sourcedoc=%7B49F1CDDC-236B-40B5-AACE-01A6CE13704F%7D&file=Richtlijn%20Data%20Protection%20Impact%20Assessment%20(DPIA).docx&action=default&mobileredirect=true
https://hanzenl.sharepoint.com/:w:/r/sites/binf_bestanden_kennisbank/_layouts/15/Doc.aspx?sourcedoc=%7B49F1CDDC-236B-40B5-AACE-01A6CE13704F%7D&file=Richtlijn%20Data%20Protection%20Impact%20Assessment%20(DPIA).docx&action=default&mobileredirect=true


 

11 

 

6. People and resources 

6.1. Information security and privacy resources [7.1] 
The EB determines and makes available the resources (systems, processes and budgets) needed to 

establish, implement, maintain and continuously improve the information security and privacy management 

system and to implement this Information Security and Privacy Framework. 
 

6.2. Knowledge and competences [7.2, 7.3] 
Hanze identifies the required skills (competences and awareness) for internal and external employees 

performing tasks that affect availability, integrity and/or confidentiality. We ensure these employees are 

competent, among other things on the basis of the awareness-raising and training plan. If necessary, we 

take steps to develop the necessary skills and evaluate the effectiveness of these efforts.  

 

Employees performing work on behalf of, for and/or within Hanze should be aware of the Information 

Security and Privacy Framework, their role in promoting the effectiveness of the information security 

management system (ISMS) and the consequences of not complying with the requirements of this 

management system. 
 

6.3. Documentation and communication [7.4, 7.5] 
The Hanze information security management system includes documentation associated with this policy 

document and other information that the organisation considers necessary for the effectiveness of the 

management system. 

 

When creating and updating this documentation, Hanze ensures that each document has a clear 

identification and description, including a title, date, author or reference number, and that it is in the 

appropriate format and medium. Furthermore, the documents are reviewed and approved for suitability 

and completeness. 

 

Documented information, such as the information security and privacy management system and relevant 

documents, is up to date, available and adequately protected against loss of confidentiality, unauthorised 

use and manipulation. 

 

Management of this documentation includes several activities such as distribution, access, storage, 

preservation, change control and ultimately safekeeping or destruction. External documentation required 

for the information security management system is also identified and managed in a manner appropriate 

for our institution. 

 

Hanze, on the instructions of the EB, identifies which internal and external communications are relevant to 

the information security management system, including determining the topics, timing, target audience and 

communication methods.  
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7. Continuous improvement 

7.1. Audits and compliance monitoring [9.2] 
Hanze regularly conducts internal and external audits to determine whether the design, existence and 

operation of the information security and privacy framework demonstrably comply with both the internal 

and external standards.  

 

Hanze establishes an audit plan (including frequency, methods and responsibilities), implements it and 

reports the results. When designing the audit plan, previous audit results and the importance of the 

processes involved are taken into account. 
 

7.2. Management review and strategic evaluation [9.3] 
The EB regularly reviews Hanze’s information security management system for continued suitability, 

completeness and effectiveness. 

 

In this context, attention is paid to the status of areas for improvement from previous management 

reviews, relevant changes in the context and stakeholders' needs and expectations. Trends in deviations 

and corrective actions, results of monitoring and audit results are also included. Additionally, stakeholder 

feedback, risk assessment results and the status of the risk treatment plan are reviewed, as well as 

opportunities for continuous improvement. 

 

The management reviews (reports every 4, 8 and 12 months) result in decisions for continuous 

improvement and changes to the information security and privacy management system, supported by 

documented information. 
 

7.3. Deviations and corrective actions [10.1, 10.2] 
Our institution ensures continuous improvement of the information security management system by means 

of a Plan, Do, Check, Act cycle. See the policy document 'Working on quality together'. 

 

When deviations are detected, we respond appropriately and take suitable measures. To this end, we 

identify and assess these deviations and causes. We then evaluate the effectiveness of these corrective 

measures and apply changes to our information security and privacy management if necessary. As 

evidence, we record the nature of the deviations, the measures taken and the results of corrective actions.  
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8. Appendices  

8.1. Policy pyramid 
Our institution's policy pyramid consists of four layers: policy, frameworks, regulations, reports and 

formats.  

 
 

Figure 1. Policy pyramid 

 

1. Policy 

At the first level, the strategic policy is described: the why. 

The policy is formally confirmed by the Executive Board and has a term of validity of three to five years. 

 

2. Framework 

At the second level, the (tactical) standards supporting policy are described: the what. 

Standards are formally confirmed by the relevant management. Depending on the subject, this could be 

the CISO, the CIO, the Director of ICT, etc. The standards have a term of validity of one to three years.  

 

3. Regulations 

At the third level, the (tactical) regulations are described: the how. 

Regulations are formally confirmed by the relevant management. The regulations have a term of validity of 

one year. 

 

4. Procedure, processes and reports 

At the fourth and lowest level of the policy pyramid, operational procedures, processes and reports are 

described. These are formally confirmed by the relevant management. These documents also have a term 

of validity of one year. 

 

5. Review process 

The adopted documents in our policy pyramid will be reviewed at the end of their term of validity, or earlier 

if developments so require.  

At least once a year, the documents are reviewed to check that they are still up to date. Even if no 

adjustments are required, this will be recorded. As part of this process, the documents are given a new 

version number.  
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